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TITLE: Sr. Network Engineer
DEPARTMENT:  Network Engineering
REPORTS TO:  Director, Engineering
FLSA: Exempt
APPROVED/REVISED DATE: 05/10/2017
Position Summary:
This position is responsible for the design and management for the networks of managed services and hosting infrastructures and platforms. As a senior engineering member, you would be responsible for guiding and directing the changes to infrastructures and platforms to meet the needs of cloud and client infrastructures. As a senior member of the network engineering team you will require a strong knowledge of the scalability needs for security, bandwidth, latency, and failure-modes of networking technology as it applies to scalable cloud computing, application delivery, and network I/O patterns
Essential Duties and Responsibilities:
· Designs, implements and supports network serviceability of applications, systems and Internet for cloud computing, and client on premise solutions.

· Focuses on delivering innovative networking architectures and patterns for scalability, latency, resiliency, and cost effectiveness.
· Provides input and assistance in the business strategies for high-scalability cloud computing and engineering models for application and data delivery.

· Install, configure, troubleshoot, upgrade and support leading networking technologies across datacenters, and customer locations.

· Design and configure various security solutions for site-to-site VPNs, SSL VPN, IDS

· Work with security teams to deliver industry standard security architectures, solutions, and isolation based upon best practices and innovative efforts.

· Develop monitoring architectures, patterns and configurations for scalable monitoring of customer locations, and across multiple datacenters.

· Strong fundamentals in Disaster Recovery, Change Management, logging and alerting of multi-tenant environments.
· May travel to customer sites to provide additional design services, support and troubleshooting or lead implementations. 
· Train and assist operational teams in the supportability of WIFI, ISP methodologies, MPLS, data delivery and the designs around IP connectivity.
· Provide off-hours support as necessary for implementations, troubleshooting, and maintenance.
Minimum Qualifications (Education, Experience, Skills and abilities)
· Bachelor’s degree in computer science, computer engineering or equivalent in education/experience.
· Engineering discipline experience utilizing FMEA’s, multi-tenant architecture patterns and technical specification documents.

· Advanced network and datacenter design architectures, approaches, and methodologies. 

· 3+ years in managed services and/or hosting companies utilizing multi-tenancy architectures.
· Must possess a minimum of 5 years of experience in the following subject areas: MPLS, Point-to-Point, VPN Tunnels, edge, border, and core infrastructures and associated network monitoring protocols including SNMP.
· Must possess understanding of dynamic routing protocols including BGP, and OSPF.

· Must be proficient in network service protocols including DNS, NTP, and DHCP
· Proficient in application level redundancy and balancing of traffic through software and hardware load balancers using opensource and commercial providers.
· Understanding of how opensource networking solutions are used by commercial providers and by themselves.

· Understanding of cloud engineering methodologies as it pertains to network connectivity and datacenter architectures
· Understanding of software-defined networking methodologies and approaches.      
Preferred Technical Certifications
· Industry certifications in various networking venders including Cisco, Fortigate, and Juniper.
· Preferably CCNP and any number of its domains of knowledge
· Security certifications, including but not limited to GIAC and CISSP
Work Environment

· The employee is exposed to various business environments with quiet noise levels.

· Position is administered in an extremely fluid, fast paced fashion with multiple high-priority demands.
Physical Demands

· While performing the duties of this position, the employee is regularly required to talk or hear. 

· The employee is occasionally required to stand; walk; sit; reach with hands and arms; climb or balance; and stoop, kneel, crouch, or crawl. 

· The employee must occasionally lift and/or move up to 40-60 pounds. 

· Specific vision abilities required by this position include close vision, distance vision, color vision, peripheral vision, and the ability to adjust focus. 

· Some Travel

ACKNOWLEDGEMENT

I acknowledge the receipt of my job description and understand the responsibilities, duties, and requirements to perform the position.  In addition, my supervisor has provided me with answers to any questions I had concerning the position.

I as an employee know that I am expected (and required) to perform the duties outlined in this job description. Any refusal or willful violation to perform such duties may result in disciplinary action.

I expressly acknowledge that: (1) I have not been employed for any definite period of time; (2) my employment is terminable at any time at the will of either the company or myself; and (3) no change in the “ at will” nature of my employment will be valid unless made in writing and signed by the President of the company.

I am also aware that this position will include any and all (various) duties assigned to ensure the proper functioning of operations in the department/area.  The omission of specific statements of duties does not exclude them from the position if the work is similar, related, or is determined by the company to be a reasonable assignment to the position.

Employee Name (Printed)

Employee Signature



Date
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